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This book explains how to see one's own network through the eyes of an attacker,
to understand their techniques and effectively protect against them. Through
Python code samples the reader learns to code tools on subjects such as password
sniffing, ARP poisoning, DNS spoofing, SQL injection, Google harvesting and
Wifi hacking. Furthermore the reader will be introduced to defense methods such
as intrusion detection and prevention systems and log file analysis by diving into
code.
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Editorial Review

Review

“This book offers a set of tools written in the Python programming language that can be used to test network
vulnerabilities. … This book would be of value to those who are interested in network security and
penetration testing at the code level. … And if one has the necessary background, the book can be very
useful to take this knowledge to a deeper level in the nuts and bolts of how this stuff really works.” (J. M.
Artz, Computing Reviews, August, 2015)

From the Back Cover
This book explains how to see one's own network through the eyes of an attacker, to understand their
techniques and effectively protect against them. Through Python code samples the reader learns to code tools
on subjects such as password sniffing, ARP poisoning, DNS spoofing, SQL injection, Google harvesting and
Wifi hacking. Furthermore the reader will be introduced to defense methods such as intrusion detection and
prevention systems and log file analysis by diving into code.

About the Author
Bastian Ballmann is a professional programmer, system engineer and member of the Chaos Computer Club
since 2002. He holds lectures on network hijacking attacks as well as Bluetooth hacking and is the author of
various security related tools like P.A.T.H., Blue diving and Chaosmap. In his free time he also writes the
German Datenterrorist Blog and produced the podcasts Freibyte and Gesprächssituation about computer and
security related stuff.

Users Review

From reader reviews:

Dorothy Delarosa:

What do you with regards to book? It is not important along with you? Or just adding material when you
require something to explain what the one you have problem? How about your extra time? Or are you busy
particular person? If you don't have spare time to complete others business, it is make one feel bored faster.
And you have free time? What did you do? Everybody has many questions above. They have to answer that
question since just their can do which. It said that about guide. Book is familiar in each person. Yes, it is
proper. Because start from on pre-school until university need this kind of Understanding Network Hacks:
Attack and Defense with Python to read.

Betty Walsh:

You could spend your free time to learn this book this book. This Understanding Network Hacks: Attack and
Defense with Python is simple to bring you can read it in the recreation area, in the beach, train and soon. If
you did not include much space to bring the printed book, you can buy typically the e-book. It is make you
simpler to read it. You can save the actual book in your smart phone. Thus there are a lot of benefits that you



will get when you buy this book.

Christopher Jorge:

Beside this particular Understanding Network Hacks: Attack and Defense with Python in your phone, it may
give you a way to get nearer to the new knowledge or data. The information and the knowledge you may got
here is fresh from the oven so don't be worry if you feel like an previous people live in narrow village. It is
good thing to have Understanding Network Hacks: Attack and Defense with Python because this book offers
to you personally readable information. Do you oftentimes have book but you would not get what it's about.
Oh come on, that won't happen if you have this inside your hand. The Enjoyable blend here cannot be
questionable, such as treasuring beautiful island. Use you still want to miss the idea? Find this book as well
as read it from currently!

Thelma Atkins:

Is it you actually who having spare time after that spend it whole day through watching television programs
or just lying on the bed? Do you need something new? This Understanding Network Hacks: Attack and
Defense with Python can be the answer, oh how comes? It's a book you know. You are and so out of date,
spending your spare time by reading in this brand new era is common not a geek activity. So what these
books have than the others?
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